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Report A Bug Or Update A Stat: 

You’ll find all of the source material used in our ransomware statistics page below. If you would 

like to report an issue with a statistic or would like to make contribution than please send an 

email to jason@purplesec.us. 

2020 CrowdStrike Global Security Report. Retrieved from https://go.crowdstrike.com/rs/281-
OBQ-266/images/SlidesCrowdStrike2020GlobalSecurityAttitudeSurvey.pdf  

2020 Cyber Security Report. Check Point Research. Retrieved from 
https://www.ntsc.org/assets/pdfs/cyber-security-report-2020.pdf  

2020 Data Breach Investigations Report. (n.d.). Retrieved from 
https://enterprise.verizon.com/resources/reports/dbir/  

2019 Hiscox Cyber Readiness Report (2019). Retrieved from 
https://www.hiscox.com/documents/2019-Hiscox-Cyber-Readiness-Report.pdf  

2018 State of Cybersecurity in Small & Medium Size Businesses. (2018, November). Retrieved 
from https://www.keepersecurity.com/assets/pdf/Keeper-2018-Ponemon-Report.pdf  

90 percent of financial institutions targeted by ransomware in the last year. (2018, May 22). 
Retrieved from https://betanews.com/2018/05/22/financial-institutions-ransomware/  

A. Azmoodeh, A., Ferrand, O., D. Kiwia, A., Mansfield-Devine, S., M. Sikorski, A., Szor, P., & A. 
Yokoyama, K. (1970, January 01). Ransomware deployment methods and analysis: Views 
from a predictive model and human responses. Retrieved from 
https://crimesciencejournal.biomedcentral.com/articles/10.1186/s40163-019-0097-9  

Barracuda Networks. (n.d.). Retrieved from https://www.barracuda.com/spear-phishing-report  

Beazley Breach Briefing - 2019. (n.d.). Retrieved from 
https://www.beazley.com/news/2019/beazley_breach_briefing_2019.html  

Cimpanu, C. (2017, July 27). 95% of All Ransomware Payments Were Cashed out via BTC-e 
Platform. Retrieved from https://www.bleepingcomputer.com/news/security/95-percent-of-
all-ransomware-payments-were-cashed-out-via-btc-e-platform/  

CryptoLocker ransomware costs Businesses Millions. (2019, January 04). Retrieved from 
https://www.acumenitsupport.com/blog/security/how-to-block-ransomware/  

Cyber Mindset Exposed: Keeper Unveils its 2019 SMB Cyberthreat Study. (2019, July 25). 
Retrieved from https://www.keepersecurity.com/blog/2019/07/24/cyber-mindset-exposed-
keeper-unveils-its-2019-smb-cyberthreat-study/  
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Cybercrime: Exploiting a Pandemic - Threat Intelligence Report. (n.d.). Retrieved from 
https://www.netscout.com/threatreport  

New IDC Spending Guide Sees Solid Growth Ahead for Security Products and Services. (n.d.). 
Retrieved from https://www.idc.com/getdoc.jsp?containerId=prUS45591619  

Cyberthreat-solutions-pdf-form. (n.d.). Retrieved from 
https://www.vistage.com/demand/cyberthreat-solutions-pdf-form/  

Dickson, S. (2019, March 26). Annual SonicWall Cyber Threat Report Details Rise in Worldwide, 
Targeted Attacks. Retrieved from https://www.sonicwall.com/news/annual-sonicwall-cyber-
threat-report-details-rise-in-worldwide-targeted-attacks/  

Edgescan's 2020 Vulnerability Stats Report Released. (2020, December 17). Retrieved from 
https://www.edgescan.com/edgescans-2020-vulnerability-stats-report-released/  

The Evolution of Ransomware: 2019 Brings the 30 Year Anniversary. (2019, January 07). 
Retrieved from https://kraftbusiness.com/cyber-security/evolution-of-ransomware-2019-
brings-30-year-anniversary/  

Keeper Security: Understanding and preventing ransomware attacks. (2020, September 09). 
Retrieved from https://www.securitymagazine.com/articles/93304-keeper-security-
understanding-and-preventing-ransomware-attacks  

Labs, A. (2020, April 28). Arkose Labs Reveals 20% Spike in Fraud as Digital Behavior Shifts 
During COVID-19. Retrieved from https://www.globenewswire.com/news-
release/2020/04/28/2023282/0/en/Arkose-Labs-Reveals-20-Spike-in-Fraud-as-Digital-
Behavior-Shifts-During-COVID-19.html  

Ltd, R. (n.d.). Deception Technology Market - Growth, Trends, and Forecast (2020 - 2025). 
Retrieved from https://www.researchandmarkets.com/reports/4622578/deception-
technology-market-growth-trends-and  

Freed, B. (2019, December 23). Ransomware Attacks Map chronicles a growing threat. Retrieved 
from https://statescoop.com/ransomware-attacks-map-state-local-government/  

Freeze, D. (2020, January 20). Global Ransomware Damage Costs Predicted To Reach $20 Billion 
(USD) By 2021. Retrieved from https://cybersecurityventures.com/global-ransomware-
damage-costs-predicted-to-reach-20-billion-usd-by-2021/  

Gartner Says Global IT Spending to Reach $3.9 Trillion in 2020. (n.d.). Retrieved from 
https://www.gartner.com/en/newsroom/press-releases/2020-01-15-gartner-says-global-it-
spending-to-reach-3point9-trillion-in-2020  
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Internet Crime Complaint Center (IC3): Cyber Criminals Use Fake Job Listings To Target 
Applicants' Personally Identifiable Information. (n.d.). Retrieved from 
https://www.ic3.gov/Media/Y2020/PSA200121  

Phagura, S. (2020, December 09). Cybersecurity Analysts – Business Enablers. Retrieved from 
https://www.globalitsvcs.com/cyber-security-analysts-guardians-enterprise-data/  

Pollard, J., McBain, J., & Guarini, M. (2019, October 31). Predictions 2020: Cyberattacks 
Influence Society In a Broader Way. Retrieved from 
https://go.forrester.com/blogs/predictions-2020-cybersecurity/  

Public Statement. (2015, October 19). Retrieved from 
https://www.sec.gov/news/statement/cybersecurity-challenges-for-small-midsize-
businesses.html  

Quarterly Threat Trends. (n.d.). Retrieved from 
https://www.webroot.com/us/en/business/resources/threat-trends/june-2019  

Ransomware Guidance and Resources. (n.d.). Retrieved from https://www.cisa.gov/ransomware  

Reporter, J. (2020, July 07). Manufacturing Sector Paid Out 62% of Total Ransomware Payments 
in 2019. Retrieved from https://www.infosecurity-magazine.com/news/manufacturing-
ransomware-payments/  

Reporter, J. (2020, June 29). Effective Cybersecurity in Hospitals During #COVID19 and Beyond. 
Retrieved from https://www.infosecurity-magazine.com/news-features/effective-
cybersecurity-hospitals/  

State of Cybersecurity 2020. (n.d.). Retrieved from https://www.isaca.org/go/state-of-
cybersecurity-2020  

Study: Preventing Cyberattack Penetration Can Save Enterprises Up To $1.4 Million Per Incident. 
(2020, April 07). Retrieved from 
https://www.businesswire.com/news/home/20200407005031/en/Study-Preventing-
Cyberattack-Penetration-Save-Enterprises-1.4  

Top Cyberattacks of 2020 and How to Build Cyberresiliency. (n.d.). Retrieved from 
https://www.isaca.org/resources/news-and-trends/industry-news/2020/top-cyberattacks-of-
2020-and-how-to-build-cyberresiliency 
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